
 

 

 

Extraction Report
Cellebrite UFED Reports

Summary
Connection Type USB Cable

Extraction end date/time 2012-10-24T14:29:42

Extraction start date/time 2012-10-24T14:23:28

Report type Phone

Selected Manufacturer Smart Phones/PDAs

Selected Device Name Android CDMA

Unit Identifier 5550494

Unit Version Software: 1.2.2.3 UFED, Full Image: 1.0.2.9, Tiny Image: 1.0.2.1

UFED Physical Analyzer version 3.2.0.12

Examiner name Generic_Android_CDMA

Device Information
# Name Value Del?

1 Client Used for Extraction Yes
2 Detected manufacturer HTC
3 Detected model HTC One V
4 IMSI 310004436940222
5 MEID 270113181114897866 (HEX: A1000023E352CA)
6 MSISDN 4436946702
7 MSISDN Type MDN
8 Phone date/time 2012-10-24T14:23:06-04:00
9 Phone revision 4.0.3 IML74K 63812.6

Plugins
# Name Author Version

1 UFED Logical Report Reader Cellebrite 2.0

2 Physical Analyzer Report Reader Cellebrite 2.0

3 ContactsCrossReference
Cross references the phone numbers in a device's contacts with the numbers in SMS messages and
Calls. Will fill in the Name field of calls and SMS if there's a match.

Cellebrite 2.0

4 DataFilesHandler Cellebrite 2.0
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Contents
Type Included in report Total

Call Log 6 6

Missed 2 2

Outgoing 4 4

Contacts 3 3

Phone 3 3

MMS Messages 2 2

Inbox 1 1

Sent 1 1

SMS Messages 17 17

Inbox 10 10

Sent 7 7

Time line 25 25

Data Files 2 2

Images 2 2

Carved Files 0 0

Call Log (6)
* These details are cross-referenced from this device's contacts

Missed (2)

# Countr
y code

Networ
k code

Party Time Duration Vide
o call

Source Del?

1 3015350405 10/19/2012 4:51:24
PM(UTC-4)

-

2 3015350405 10/19/2012 4:52:00
PM(UTC-4)

-

Outgoing (4)

# Countr
y code

Networ
k code

Party Time Duration Vide
o call

Source Del?

1 14437140168 Apple Dcci* 10/19/2012 1:15:27
PM(UTC-4)

00:00:05

2 14437140164 Nokia Dcci* 10/19/2012 1:15:46
PM(UTC-4)

00:00:27

3 14437140166 Blackberry Dcci* 10/19/2012 1:17:17
PM(UTC-4)

00:00:29

4 14437140166 Dcci Blackberry 10/22/2012 12:45:10
PM(UTC-4)

00:00:12
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Contacts (3)

Phone (3)

# Name Entries Del?

1 Apple Dcci Entries (1)

Domain Category Value Del?

Mobile 4437140168

2 Blackberry Dcci Entries (1)

Domain Category Value Del?

Mobile 4437140166

3 Nokia Dcci Entries (1)

Domain Category Value Del?

Mobile 4437140164

MMS Messages (2)

Inbox (1)

#

1
No subject

  Deleted: Intact   Timestamp: 10/23/2012 6:36:05 PM(UTC+0)   Priority: Normal   Status: Unread

  From +14437140168

  To

  Name Apple Dcci

  Cc

  Bcc

Body file: message-1.txt   MD5: b4490303c004fc6ab4e75f65ebd9385f

IMG_5319.jpg
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messages/Inbox/message-1.txt
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Sent (1)

#

1
No subject

  Deleted: Intact   Timestamp: 10/22/2012 4:06:00 PM(UTC+0)   Priority: Normal   Status: Sent

  From

  To 14437140168, 14437140166

  Name Apple Dcci

  Cc

  Bcc

Body file: message-2.txt   MD5: 0a073ba9adb3d3bd44c6e497ded08c58

100MEDIA$IMAG0001.jpg

SMS Messages (17)
* These details are cross-referenced from this device's contacts

Inbox (10)

# Party Time SMSC Status Message Del?

1 10/17/2012 2:26:49 PM(UTC-
4)

Unread WELCOME TO VIRGIN MOBILE! Thanks for
signing up for our $35 Monthly Plan. Welcome
aboard!

2 10/17/2012 2:26:50 PM(UTC-
4)

Unread Your VM Account PIN is 989605. You'll use this # to
access your account. Write it down but don't share
it. Thank you.

3 10/17/2012 2:41:46 PM(UTC-
4)

Unread Top-Up: $35.00
Tax: $2.10
Total: $37.10
New Bal:
$35.00

4 10/17/2012 2:43:13 PM(UTC-
4)

Unread Low Balance Alert:
Your balance is  $5 or less!
To check your balance or add money,
log in at virginmobileusa.com

5 10/17/2012 2:43:46 PM(UTC-
4)

Unread You've switched to our $35 Monthly Plan! Your next
monthly payment of $35 is due on 11/17/2012.
Enjoy!

6 10/17/2012 4:24:30 PM(UTC-
4)

Unread Your VM Account PIN is 989605. You'll use this # to
access your account. Write it down but don't share
it. Thank you.

7 From: 4437140168 Apple Dcci 10/19/2012 1:31:24 PM(UTC-
4)

Read What's up

8 From: 4437140166 Blackberry
Dcci

10/19/2012 1:34:53 PM(UTC-
4)

Read Not much. Meet

9 From: 4437140166 Blackberry
Dcci

10/19/2012 1:42:29 PM(UTC-
4)

Read Columbia?

10 From: 4437140168 Apple Dcci 10/19/2012 3:19:16 PM(UTC-
4)

Read No thanks
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messages/Sent/message-2.txt
messages/Sent/message_2_attachments/100MEDIA$IMAG0001.jpg
messages/Sent/message_2_attachments/100MEDIA$IMAG0001.jpg


 

Sent (7)

# Party Time SMSC Status Message Del?

1 To: 14437140168 Apple Dcci 10/19/2012 1:28:20 PM(UTC-
4)

Sent Hi

2 To: 14437140166 Blackberry
Dcci

10/19/2012 1:33:14 PM(UTC-
4)

Sent How's things

3 To: 14437140166 Blackberry
Dcci

10/19/2012 1:35:11 PM(UTC-
4)

Sent Where

4 To: 14437140166 Blackberry
Dcci

10/19/2012 1:42:38 PM(UTC-
4)

Sent Sure

5 To: 14437140168 Apple Dcci 10/19/2012 3:18:52 PM(UTC-
4)

Sent Columbia?

6 To: 14437140166 Blackberry
Dcci

10/22/2012 12:06:21 PM(UTC-
4)

Sent Test

7 To: 14437140166 Blackberry
Dcci

10/22/2012 4:28:29 PM(UTC-
4)

Sent Hi

Time line (25)
# Type Timestamp Party Description Del?

1 SMS Messages 10/17/2012 2:26:49
PM(UTC-4)

WELCOME TO VIRGIN MOBILE! Thanks for signing up for our $35
Monthly Plan. Welcome aboard!

2 SMS Messages 10/17/2012 2:26:50
PM(UTC-4)

Your VM Account PIN is 989605. You'll use this # to access your
account. Write it down but don't share it. Thank you.

3 SMS Messages 10/17/2012 2:41:46
PM(UTC-4)

Top-Up: $35.00
Tax: $2.10
Total: $37.10
New Bal:
$35.00

4 SMS Messages 10/17/2012 2:43:13
PM(UTC-4)

Low Balance Alert:
Your balance is  $5 or less!
To check your balance or add money,
log in at virginmobileusa.com

5 SMS Messages 10/17/2012 2:43:46
PM(UTC-4)

You've switched to our $35 Monthly Plan! Your next monthly payment of
$35 is due on 11/17/2012. Enjoy!

6 SMS Messages 10/17/2012 4:24:30
PM(UTC-4)

Your VM Account PIN is 989605. You'll use this # to access your
account. Write it down but don't share it. Thank you.

7 Call Log 10/19/2012 1:15:27
PM(UTC-4)

14437140168 Apple
Dcci

8 Call Log 10/19/2012 1:15:46
PM(UTC-4)

14437140164 Nokia
Dcci

9 Call Log 10/19/2012 1:17:17
PM(UTC-4)

14437140166
Blackberry Dcci

10 SMS Messages 10/19/2012 1:28:20
PM(UTC-4)

To: 14437140168 Apple
Dcci

Hi

11 SMS Messages 10/19/2012 1:31:24
PM(UTC-4)

From: 4437140168
Apple Dcci

What's up

12 SMS Messages 10/19/2012 1:33:14
PM(UTC-4)

To: 14437140166
Blackberry Dcci

How's things

13 SMS Messages 10/19/2012 1:34:53
PM(UTC-4)

From: 4437140166
Blackberry Dcci

Not much. Meet

14 SMS Messages 10/19/2012 1:35:11
PM(UTC-4)

To: 14437140166
Blackberry Dcci

Where

15 SMS Messages 10/19/2012 1:42:29
PM(UTC-4)

From: 4437140166
Blackberry Dcci

Columbia?

16 SMS Messages 10/19/2012 1:42:38
PM(UTC-4)

To: 14437140166
Blackberry Dcci

Sure

17 SMS Messages 10/19/2012 3:18:52
PM(UTC-4)

To: 14437140168 Apple
Dcci

Columbia?

18 SMS Messages 10/19/2012 3:19:16
PM(UTC-4)

From: 4437140168
Apple Dcci

No thanks

19 Call Log 10/19/2012 4:51:24
PM(UTC-4)

3015350405

20 Call Log 10/19/2012 4:52:00
PM(UTC-4)

3015350405

21 SMS Messages 10/22/2012 12:06:21
PM(UTC-4)

To: 14437140166
Blackberry Dcci

Test

22 Call Log 10/22/2012 12:45:10
PM(UTC-4)

14437140166 Dcci
Blackberry
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23 MMS Messages 10/22/2012 4:06:00
PM(UTC+0) 14437140168

14437140166
24 SMS Messages 10/22/2012 4:28:29

PM(UTC-4)
To: 14437140166
Blackberry Dcci

Hi

25 MMS Messages 10/23/2012 6:36:05
PM(UTC+0)

+14437140168

Data Files (2)

Images (2)

# File Info Thumbnail Del?

1 Name: 100MEDIA$IMAG0001.jpg
Path: /100MEDIA$IMAG0001.jpg
MD5: 8d8f93b73ab548dc54857ddaf93cf023
SHA256: 9bc323ab30c8fc901d2d7964fc056794

24404727007d06f8ba6086a4403bc312

Size (Bytes): 30981

2 Name: IMG_5319.jpg
Path: /IMG_5319.jpg
MD5: 2b1891b01701bef502d50807880e64c9
SHA256: 8836b57962cd6934a3e2a1d6277e47b3

4a8b45b37b7ee484c4626b41153b4575

Size (Bytes): 184915
Meta Data:
Pixel resolution: 768x1024
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